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Abstract: Generative artificial intelligence has expanded swiftly, which has sparked a substantial rise in the number of
deepfake video content that raises serious challenges to the authenticity and security of digital media. This paper introduces a
web-based deepfake video detector that uses spatial feature analysis to detect Al-generated video manipulations. The presented
method takes uploaded videos and extracts a set of representative images, which are then analysed by a convolutional neural
network trained to detect real visual patterns and synthetic artefacts. Frame-level predictions are pooled to obtain an end-video
authenticity score, enabling classification of videos as authentic or fake. To enhance transparency and interpretability, the
system recognises and displays the key frames with a high probability of manipulation, and provides a visual explanation for
the prediction. It includes secure user authentication and the continued storage of detection results to provide controlled access
and traceability. As the experimental findings show, the proposed system offers effective and efficient deepfake detection,
making it applicable in real-world practice.
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1. Introduction

The rapid advancement of artificial intelligence and deep learning has enabled the production of extremely realistic artificial
media, also known as deepfakes [1]. The bulk of these manipulated videos and pictures are produced using deep neural
networks, including autoencoders, generative adversarial networks, and others, which can alter facial expressions, identities,
and even speech with a high degree of credibility [2]. Although these technologies have been used positively in the
entertainment sector, education, and virtual communication, they have become a significant threat to online credibility and
media truth. This has caused serious social, ethical and security issues as misinformation, identity impersonation, political
manipulation and social engineering attacks have been increasingly done on a wide scale by Deepfakes. Reddy et al. [3]
emphasize that doctored media play an essential role in the distribution of fake news, leading to the erosion of trust in digital
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information systems. In the same vein, Lee et al. [4] note that the large-scale circulation of fake media on Internet platforms
exacerbates its potential effects and, consequently, underscores the urgent need for its detection. With the ongoing
advancements in synthetic fake processes, more realistic or less realistic, as well as more affordable varieties, the time-tested
methods of forensics find themselves unable to withstand the insidious evidence of their actions, which is why the call for smart
and automated controls is growing louder and louder. Functionality is required in the field [5].

Recent studies have shown that machine learning and deep learning solutions can be particularly effective at detecting
deepfakes. Convolutional neural networks have been widely used to detect spatial inconsistencies introduced during synthesis.
In contrast, transfer learning has improved detection across a variety of datasets. Upkare et al. [1] proposed a web-based
deepfake detector framework that uses machine learning models to analyse uploaded videos and provide interpretable detection
results, with a focus on usability and realistic implementation. Simultaneously, Veeramani et al. [2] presented a deep transfer
learning architecture that aims to improve the accuracy of video-level deepfake detection by learning discriminative features
from pre-trained models [6]. These papers affirm that frame-based spatial analysis remains a strong tool for detecting forged
content, especially when computational efficiency and scalability are required [7]. In addition, Lee et al. [4] described a generic
forensic model for identifying deepfakes using weakly supervised learning, emphasising the need for robustness across different
manipulation methods [8]. Although these are being developed, most existing systems suffer from generalisation,
computational cost, and interpretability issues, particularly when applied to a real-world user-driven environment [9].

Inspired by these restrictions, modern studies are oriented toward developing detection systems that balance precision,
effectiveness, and ease of use [10]. Now, there is a need to integrate deep learning models with existing platforms so that
deepFake verification can occur in real time or near real time [11]. The effectiveness of the tool in detecting results and
providing confidence levels to enhance transparency is demonstrated in Deep Fake Guard by Upkare et al. [1] and Veeramani
et al. [2], both of which use spatial feature extraction and a user-centric system design. In addition, the data from fake news
detection research demonstrate that verifying visual authenticity is a necessary element for countering large-scale multimedia
misinformation [12]. Relationship Updated on these formative articles, the cutting-edge research highlights the applicability of
dependable video-level classification, interpretable decision aid, and a scalable framework for deployment patterns. As
deepfake technologies continue to evolve, the research problem of designing an effective, efficient, and readily available
detection solution is timely in itself, needed to assure the credibility of digital media and the strength of online information
systems to counter the torrent of fake information [13].

2. Literature Survey
2.1. Deepfake Technology and Effect

Deepfake technology has become one of the most remarkable uses of deep learning, enabling the creation of so lifelike synthetic
media and manipulating facial features, expressions, and speech in videos [22]. Initial deepfakes generation methods relied on
autoencoders, whereas modern methods use generative adversarial networks to produce photographs with realistic quality [14].
Despite the beneficial use of deepfakes in media and entertainment, their abuse has raised grave issues of concern in society
[15]. Researchers have identified the use of deepfakes in misinformation campaigns, identity impersonation, and digital fraud,
which have eroded public trust in online media [16]. The growing availability of deepfake generation tools has only worsened
the situation by heightening the need to devise consistent and effective detection methods to track the emergent forged
multimedia content [17].

2.2. Machine Learning for Deep Faking Detection

The idea of using machine learning methods to recognise deepfake content has already been pursued by detecting artefacts
added during the manipulation process [19]. The conventional methods used for traditional features and forensic analysis were
ineffective against advanced deepfake videos [20]. The current literature shows that convolutional neural networks are superior
to classical approaches, as they learn discriminative spatial features from a sequence of video frames. Upkare et al. [1] proposed
a machine learning-based approach to analyze video content and first categorize it as real, highlighting the utility of automated
detection schemes [18]. All these methods demonstrate that deep learning can greatly enhance detection accuracy while
reducing reliance on handcrafted feature engineering [21].

2.3. Frameworks of Deep Learning and Transfer Learning
Deep learning-based frameworks have become the most popular in deepfake detection research, as they can leverage complex
visual patterns. Transfer learning has performed especially well when trained models are used to train deepfake datasets with

less data. Veeramani et al. [2] proposed a deep transfer learning model to improve video-level detection accuracy by leveraging
large-scale learned representations. These types of models exhibit strong generalisation and better resistance to unobservable
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manipulations. Nevertheless, such systems are often sensitive to careful optimisation to balance both computational efficiency
and detection performance, particularly when introduced into the field of application.

2.4. Weakly Supervised and Forensic Detection Methods

In addition to supervised learning, forensic-based and weakly supervised approaches have been proposed to enhance forensic
evaluation of deepfake detectors. Lee et al. [4] presented a universal forensic framework that uses weak supervision to detect
deepfakes with minimal reliance on labeled datasets. This method relies on detecting small, irregular changes between frames,
which contributes to its resistance to various manipulation methods. Forensic techniques focus on the observation of visual
deviations and combinations of artefacts. These methods help develop generalized detection mechanisms that can adapt to the
dynamic approaches used in deepfake generation.

2.5. Research Gaps and Motivation of the Current Work

Even with major progress, current high levels of deepfake detection face challenges in scale, interpretability, and real-world
application. Most high-accuracy models have been trained in controlled conditions and cannot compete with compressed or
user-generated texts. Research on fake news and multimedia misinformation indicates that detection systems must, among other
factors, be accurate, readable and understandable to users [3]. There is a research gap on the need to integrate deep learning
detection methods into user-oriented platforms. These constraints inspire the development of novel, efficient, interpretable, and
scalable deepfake detection mechanisms that can operate effectively in realistic deployment environments.

3. Proposed Methodology
3.1. Video Acquisition and User Authentication
The suggested system is initiated with a secure user authentication system to provide accountability and control. Credential -

based validation is applied to registered users before they communicate with the detection platform. After authentication, users
can upload video files for analysis (Figure 1).

KeyFrameSelection
ResultStorage
Sys_at_HireDate

Figure 1: System architecture

The system checks uploaded materials to ensure they are in the proper format and size and are not corrupted, preventing bad
inputs. Supported video formats are chosen to conform to the processing line. Uploaded videos are temporarily stored for
analysis and discarded after processing to maintain storage efficiency and privacy. It is also a controlled acquisition process
that allows only valid, authorised video data into the deepfake detection workflow.
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3.2. Video Pre-processing and Frame Sampling

Following video capture, pre-processing is performed to make the content available for deep learning analysis. Metadata on
frame rate, duration, and total number of frames are mined and used to avert ineffective sampling by the system. A
representative number of frames is uniformly sampled over the video time range, given the complexity of analysing all of them.
Each frame is resized and normalized to fit the deep learning model's input format. This method provides a balance between
detection and efficacy, ensuring that significant visual data are not lost and reducing unnecessary compounds that might be
detected in subsequent analytical processes.

3.3. Deep Learning-Based Spatiotemporal Feature Extraction

The frames sampled are convolved with a trained convolutional neural network that detects traffic-related spatial
inconsistencies introduced during deepfake generation. The model breaks down detailed aspects of visual representations, such
as texture anomalies, mixing artefacts, and unnatural facial arrangements. The individual frames are considered separately and
generate a probabilistic score indicating the extent to which each can be manipulated. The system pays attention to spatial
aspects, and thus, visual artefacts have been effectively captured in the Al-generated videos. This step is the critical analysis
part of the detection pipeline and uses frame-level predictions in the final decision-making process.

3.4. Frame-Level Aggregation and Video Classification

After processing each frame, the system adds the individual prediction scores to the video-level authenticity metric output.
Statistical aggregation functions, such as averaging across the frame, are used to derive a final manipulation value. Depending
on a preset value, the video is either considered real or a deepfake. The use of such aggregation increases robustness by
minimising the impact of single misclassifications and reducing trends in the final decision across the video. There is also a
computation of a confidence value, which is used to assess the reliability of a prediction and helps with transparency and
interpretability.

3.5. Key Frame Seeking and Result Interpretation

To enhance explainability, the system recognises key frames with the greatest potential for manipulation. These frames have
the most noticeable synthetic artefacts in the video. Emphasising key frames enables the user to visually examine the evidence
underpinning the system's decision, thereby bridging the disconnect between the system's detection and the user's interpretation.
Every key frame contains metadata, including the frame index, timestamp, and fake probability score. The interpretability-
based process will deliver actionable insights into the derivation of classification outcomes, boosting user trust and enabling
enhanced forensic examinations.

3.6. Workflow Result Storage and System Deployments

The final output of the detection, including prediction labels, confidence scores, and analysis metadata, is securely stored so it
can be traced and later used. The system's workflow is also organised, which facilitates the repetitive analysis of the work and
the effective use of resources. Aspects to be considered in deployment include effective data processing pipelines, controlled
session management, and secure information management. This would be done in conjunction with integrating the system on
the hire date to ensure preparedness and operational readiness on the deployment date. The methodology allows the deployment
process to be scaled and applied to real-world scenarios, enabling the system to be used at the academic, forensic, and industry
levels.

Algorithm Used

Step 1: Authenticate user and check permissions and then allow user to upload videos.

Step 2: Receive the input video and check its format, size and integrity; Authenticate the user and validate permissions
before allowing video upload.

Step 3: Accept the input video and verify format, size, and integrity; reject invalid inputs.

Step 4: Extract video metadata, including the total number of frames, frame rate, and duration.

Step 5: Uniformly sample a fixed number of frames from the video timeline to reduce computational overhead.
Step 6: Preprocess each sampled frame by resizing and normalizing pixel values.

Step 7: Apply the trained convolutional neural network to extract spatial features from each frame.

Step 8: Compute fake probability scores for all sampled frames based on learned artifacts.

Step 9: Aggregate frame-level scores to generate a video-level manipulation score.

Step 10: Compare the final score with a predefined threshold to classify the video as REAL or FAKE.
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Step 11: Identify key frames with the highest manipulation probability for interpretability.
Step 12: Store prediction results, confidence score, and analysis metadata securely.
Step 13: Display the final classification result and key frames to the user.

4. Results and Discussions
4.1. Experimental Design and Assessment Plan

The classification-based metrics derived from spatial and temporal learning models were used to assess the performance of the
proposed deepfake detection system. The assessment was conducted based on the accuracy with which the system identifies
real and Al-generated videos. Both spatial convolutional models and temporal LSTM-based models were evaluated
independently to analyse their effectiveness. Experiments were conducted on labelled datasets containing real and fabricated
video samples. Performance analysis was conducted using metrics such as accuracy, precision, recall, F1-score, and the area
under the ROC curve. Confusion matrices and ROC curves were used to interpret classification behaviour and decision
boundaries visually.

4.2. Performance of the Spatial Modelling Model

The spatial model demonstrated excellent classification performance as indicated by the confusion matrix. All real samples
were correctly classified as real, and all fake samples were identified as Al-generated, resulting in zero false positives and zero
false negatives. This ideal decomposition demonstrates that the spatial model provided a good representation of the visual
artefacts introduced during the deepfake generation process (Table 1).

Table 1: Performance metrics of the spatial model

Metric Value
Accuracy 99.8%
Precision 1.00

Recall 1.00
F1-Score 1.00

AUC 1.00

This ideal decomposition demonstrates that the spatial model provided a good representation of the visual artefacts introduced
during the deepfake generation process. Spatial feature extraction is robust, as the true-positive and true-negative rates are high.
This experiment suggests that frame-level spatial variation is highly discriminative when trained successfully with
convolutional neural networks (Figure 2).

Confusion Matrix - Spatial Model
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Figure 2: The results of the performance of the spatial deepfake detection model in classification
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4.3. ROC Curve and Discriminative Capability

The spatial model ROC curve yielded an area under the curve (AUC) of 1.0, indicating ideal class separability. The curve never
crosses the diagonal baseline, indicating a high level of discriminative ability across all threshold values. This observation
confirms that the model is highly sensitive and false positive cases would be eliminated. The best AUC score is A, indicating
that the classifier can rank both real and fake samples with no uncertainty. The performance is significant in security-sensitive
applications, where a misclassification can have catastrophic consequences (Figure 3).
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Figure 3: Receiver operating characteristic (ROC) curve of the spatial model with an AUC value of 1.0
4.4. Training and Validation Accuracy Analysis
The accuracy trends throughout the training epochs show consistent and robust learning performance. The training accuracy
improves significantly over epochs, and validation accuracy remains high with minimal change. The fact that training and

validation accuracy curves are close implies that the model is overfitting (Figure 4).

Model Accuracy Over Epochs
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Figure 4: Training and validation accuracy of the spatial model over epochs
The increase in training accuracy indicates that the model parameters are well optimised, whereas the constant validation

accuracy indicates the model's ability to withstand unknowns. This learning pattern demonstrates that the model performs
consistently when deployed in the real world. Figure 5 shows the training and validation losses over the course of model
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training. Both losses decrease significantly as the number of epochs increases, indicating that the model is learning well and its
performance is improving. The training loss decreases from 0.39 to 0.05, and the validation loss decreases from 0.11 to 0.02.
The similar decrease in both curves indicates good model convergence with no obvious signs of overfitting, suggesting
improved generalisation to unseen data.

Model Loss Over Epochs
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Figure 5: Validation loss convergence of the spatial model with epochs
4.5. Loss Convergence and Model Stability

The loss curves show that both the training and validation losses decrease monotonically as the number of training epochs
increases. The gradient of the training loss is negative, indicating that the learning of discriminative features is fast. Still, the
gradient of the validation loss is negative, indicating that generalisation is stable. The lack of divergence between training and
validation losses implies no overfitting. A smaller value of losses indicates greater confidence in the prediction, and the smaller
the classification error. This convergence tendency justifies the success of the learning process and proves the stability of the
spatial model in the task of deepfakes detection.

4.6. Temporal Model Performance Assessment

The temporal LSTM-based model also performed perfectly in classification, as shown in its confusion matrix. Both authentic
and counterfeit video sequences were correctly recognised, with no misclassifications. This result indicates the superiority of
temporal modelling for sequential inconsistencies in video frames. Temporal analysis supplements spatial detection and
identifies unnatural movement patterns and temporal artefacts. Despite being tested on a smaller dataset, the temporal model's
high-quality performance demonstrates its usefulness for improving detection robustness in situations where spatial artefacts
may not be sufficient (Table 2).

Table 2: Performance Metrics of Temporal LSTM Model

Metric Value
Accuracy 100%
Precision 1.00

Recall 1.00
F1-Score 1.00

The confusion matrix of the Temporal LSTM Model shows perfect classification performance on the test dataset. All 5 Real
samples were correctly classified as Real, and all 5 Al/Fake samples were correctly classified as Al/Fake with no
misclassifications in either class. This leads to 100% accuracy, precision, recall, and F1-score. This means the model can
separate real and Al-generated samples well on the tested data. Figure 6 shows the confusion matrix for the Temporal LSTM
model, with classification performance between the Real and Al/Fake classes. From the matrix, we can see that all 5 real
samples and 5 Al/Fake samples were correctly classified. There were no misclassifications in either category. This perfect
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classification result shows that the Temporal LSTM model achieved 100% accuracy, precision, and recall on the test dataset,
demonstrating a strong ability to distinguish between real and Al-generated data.

Confusion Matrix - Temporal LSTM Model

Real

True Label

Al/Fake

Real AlfFake
Predicted Label

Figure 6: Confusion matrix illustrating the performance of the temporal LSTM-based deepfake detection model

4.7. Comparative Performance and Discussion

The spatial and temporal model analyses are combined to demonstrate the power of the suggested method. Although the spatial
model has been mostly effective at identifying frame-level visual artifacts, the temporal model complements it by assessing
motion consistency across frames. Table 1 is the summary of the classification measures of the spatial model, and Table 2 is
the measures of performance of the temporal model. The high levels of accuracy and zero error rates in both models are evidence
of great detection abilities. These findings support the idea that combining spatial and temporal learning methods is a stable,

scalable approach for deepfake video detection, and the output interface of the proposed deepfake detection system is shown
in Figure 7.
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Figure 7: Deepfake video detection results and analysis dashboard
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It includes the final classification verdict, confidence score, video duration, and detailed analysis metrics, including spatial
analysis and manipulation probability. In addition, the interface displays the key suspicious frames with the highest
manipulation scores for visual verification, making the detection results more interpretable.

5. Conclusion and Future Enhancement

The work introduced a deepfake video detection model that leverages both spatial and temporal deep learning methods to detect
Al-generated video manipulations. The suggested method successfully models frame-level visual artifacts with convolutional
neural networks and temporal variations using an LSTM. The high classification accuracy, the ability to perfectly separate
classes, and the consistent training behaviour across entities were validated through experimental evaluation using confusion
matrices, ROC analysis, and convergence trends. The findings are affirmative: spatial characteristics predominantly contribute
to deepfake artefact detection, and temporal modelling enhances robustness. In general, the system is credible, effective, and
applicable to real-world deepfake detection, thereby increasing the credibility and trust of digital media.

5.1. Future Scope

o Integration of advanced temporal architectures, such as transformers and 3D convolutional neural networks, to more
effectively capture long-range motion inconsistencies in deepfake videos.

e Generalisation of the detection system to multimodal analysis using audio cues, lip-syncing, and facial landmark
dynamics to enhance resistance to advanced deepfake generation algorithms.

e Evaluation and optimisation of the system on large-scale, diverse, and highly compressed real-world datasets to
enhance generalisation across different platforms and content sources.

e Deployment optimisation for real-time and edge-based environments to enable scalable adoption in forensic
investigation, social media monitoring, and digital security applications.
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